Knight
s €. FOUNDATION

7 APRIL 2025

European Board for Digital Services and
European Commission Report on

Systemic Risks and Mitigations under the
Digital Services Act

Comments of the Knight-Georgetown
Institute (KGI) and Panoptykon Foundation




FOUNDATION

K&

About the Knight-Georgetown Institute

éu PANOPTYKON

The Knight-Georgetown Institute (KGlI) is dedicated to connecting independent research with
technology policy and design. KGI serves as a central hub for the growing network of scholarship that
seeks to shape how technology is used to produce, disseminate, and access information. KGl is
designed to provide practical resources that policymakers, journalists, and private and public sector
leaders can use to tackle information and technology issues in real time. Georgetown University and
the Knight Foundation came together to launch the institute in 2024. Learn more about KGI at
https://kgi.georgetown.edu.

About the Panoptykon Foundation

Panoptykon Foundation is a Polish watchdog NGO, founded in 2009, with a mission to protect human
rights and agency in the context of growing surveillance and intrusive information technologies.
Panoptykon works at the national (Polish) and European level. Through their research, litigation, and
strategic communication, Panoptykon exposes risks related to commercial and public surveillance.
They keep track of new legislation that regulates technology, develop human-centric solutions,
advocate for them, and test them in practice. Panoptykon is an active member of the European Digital
Rights, the DSA Working Group chaired by the Center for Democracy and Technology, and the People
VS Big Tech movement. Learn more at https://en.panoptykon.org/.
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Introduction

The Knight-Georgetown Institute (KGI)' and the Panoptykon Foundation? welcome the opportunity to
provide joint input to the report on systemic risks being developed by the European Board for Digital
Services, in cooperation with the European Commission. Our comments respond to the four sets of

questions provided by the Commission.

Systemic risk assessment and mitigation requirements are core components of the DSA framework
and can be more fully integrated into the day-to-day operations of platforms. Our responses and
recommendations below seek to help evolve disparate DSA implementation approaches into a more
cohesive whole that links upstream design considerations with user agency and robust transparency.

Question 1: Prominent or recurrent systemic
risks

Product design may impact the full range of systemic risks, including threats to fundamental rights, the
spread of illegal content, and problematic overuse or other harms to minors. Numerous
comprehensive studies and policy frameworks draw a link between design and risk, including the
Australia eSafety Commissioner’s Safety by Design framework,® the Dutch Code for Children’s Rights,*
OECD’s Digital Safety by Design for Children,® the UK’s Age Appropriate Design Code,® the US
National Academies of Sciences, Engineering, and Medicine’s Consensus Report on Social Media and
Adolescent Health,” and many others.

Through a focus on platform design, researchers and scholars across a range of disciplines are
working to build frameworks for effective, ongoing, and comparable measurement of social media
risks and mitigation strategies. A new Integrated Harm Framework, developed by the Center for Digital
Health (CDH) and Social Media Lab (SML) at Stanford University, documents youth-specific social
media harms identified in empirical studies as well as the strength of available evidence for specific
mitigation strategies.? Integration of these measurement tools into the systemic risk assessment

' Based at Georgetown University, the Knight-Georgetown Institute is dedicated to connecting independent
research with technology policy and design, with a focus on the online information environment. See
Knight-Georgetown Institute, “About.”

2 Panoptykon Foundation is a Polish watchdog NGO, founded in 2009, with a mission to protect human rights
and agency in the context of growing surveillance and intrusive information technologies. See Panoptykon
Foundation. “What is Panoptykon.”

% eSafety Commissioner, “Safety by Design Overview.”

* University of Leiden and the Waag organisation, “Code for Children's Rights.”

® Organisation for Economic Co-operation and Development, “Towards Digital Safety by Design for Children.”
¢ Information Commissioner's Office, “Age appropriate design.”

" National Academies of Sciences, Engineering, and Medicine, Social Media and Adolescent Health.

8 Center for Digital Health, “Stanford Youth Safety and Digital Wellbeing Report, 2025.”
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process will strengthen assessment by allowing for objective and measurable assessment of platform
risks and mitigation strategies.

Working with the USC Neely Center and the Tech Justice Law Project, KGI recently developed a
taxonomy to map risks to specific platform designs, discussed below.? Alongside these risks
associated with design, our comments also considers polarization and trust, as well as risks to minors.

Our comments highlight empirical work across risk areas relevant to the Commission’s understanding
of prominent and recurrent systemic risks, as well as effective mitigations. Selected documentation,
research, and resources are presented in each of the following sections.

A. Problematic and harmful use

Independent research links excessive or problematic social media use with physical and mental
well-being impacts referenced in Article 34(1)(d).

Problematic social media use can disrupt everyday activities, such as school attendance' or sleep,
and can be associated with negative mental health outcomes, including depression.'? Existing
research shows that social media use contributes to a drop in time associated with sleep and
exercise.'® Problematic social media use is closely tied to the design choices platforms make. Multiple
platform design features may extend time spent on social media, including infinite scroll,'* autoplay, '
gamification of engagement,'® ephemeral content,'” and the timing and clustering of notifications.
Minors may be particularly vulnerable to platform design features intended to prolong use.™

To deliver hyper-personalized experiences, social media recommender systems may rely on
behavioural patterns. These patterns may reveal individual vulnerabilities such as addictions, eating
disorders, body complexes, anxiety, or depressive disorders. Recommender systems designed to
maximize user engagement may purposefully or inadvertently exploit or exacerbate these individual
vulnerabilities. Depending on the individual, these systems can also create feedback loops that drive
users into narrower selections of content, corresponding to their vulnerabilities.” Such content may
not be dangerous per se, and may be entirely acceptable when considered in isolation, but becomes
harmful if consumed consistently over time by vulnerable individuals.

? Knight-Georgetown Institute et al., “Taxonomy - Mapping Consumer Harm to Specific Social Media Design
Elements.”

' Caplan, “Theory and Measurement of Generalized Problematic Internet Use.”

" Casale and Banchi, “Narcissism and Problematic Social Media Use.”

2 Banyai et al., “Problematic Social Media Use.”

'8 Brautsch et al., “Digital Media Use and Sleep in Late Adolescence and Young Adulthood.”

' Langvardt, “Regulating Habit-Forming Technology.”

'® Lukoff et al., “How the Design of YouTube Influences User Sense of Agency.”

'8 Bernstein, Unwired.

7 Zhang et al., “Ephemerality in Social Media.”

'8 Paakkari et al., “Problematic Social Media Use and Health among Adolescents.”

9 Costello et al., “Algorithms, Addiction, and Adolescent Mental Health”; Griffiths et al., “Does TikTok Contribute
to Eating Disorders?”.
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Falling into a “doomscrolling” trap (e.g., excessive exposure to self-harm, diet-related content, or
idealised body images) can trigger unhealthy engagement, which negatively impacts users’ wellbeing
and may exacerbate their pre-existing mental health issues.?® For certain vulnerable individuals,
platforms may not introduce sufficient friction that would prevent them from getting stuck in a pattern
of scrolling for negative information.

B. Unwanted and harmful contact

Platform design elements that make users’ accounts broadly visible or discoverable by default and
recommend connection with strangers may contribute to a range of systemic risks including the
dissemination of illegal content, impact on fundamental rights, and negative effects on physical and
mental well-being.

Platform design plays an important role in creating risks of unwanted and harmful contact. Some
platforms, for example, enable user visibility by default and recommend user accounts to others
outside their network, as well as accounts outside a user’s network to them. These designs pose
particular risks to minors by enabling bad actors to target and/or mass contact minors’ accounts.
Research has found that expansive default account visibility and account recommendations are crucial
design vulnerabilities for sextortion targeting minors.?'

Litigation in the United States contends that platform design can encourage unwanted contact.
Internal data and research from Snap, for example, shows that these risks can be systemic. In the US,
Snap’s internal data is alleged to show that “one-third of teen girls and 30% of teen boys were
exposed to unwanted contact on its platform.”?? An internal Instagram user survey found that over a
seven-day period, nearly twenty percent of 13-15-year-olds reported receiving unwanted sexually
explicit content, and 13% experienced an unwanted sexual advance.®

C. Unwanted and harmful content

Platform design can incentivize and enable the development and distribution of unwanted and harmful
content. Such designs contribute to a range of systemic risks, including dissemination of illegal
content, impact on fundamental rights, and negative effects on physical and mental well-being.

Recommender systems may play a critical role, as described in our response to Questions 2 and 3
below. Optimizing recommender systems to maximize predicted short-term engagement can lead to
the spread of sensational or borderline content that may exacerbate systemic risks. There is empirical
research documenting that optimizing for engagement contributes to increased encounters with

% |bid.

21 FBI San Francisco, “FBI San Francisco Warns of Increase in Sextortion Schemes Targeting Young Boys”;
Raffile et al., “A Digital Pandemic”; Raffile et al., “A Digital Pandemic.”

22 New Mexico Department of Justice, “Attorney General Raul Torrez Files Unredacted Complaint Against
Snapchat, Exposing Internal Messages That Snap Knowingly Contributed to Harm Amongst Children.”

23 Béjar, “Bad Experiences and Encounters Framework (BEEF) Survey.”
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borderline content (such as insults and targeted cursing) and low-quality information about news
events.?

Researchers have found that engagement is negatively related to quality.?® Content with the highest
predicted engagement may score low in terms of quality and trustworthiness (attributes of quality used
by platforms include sensationalised language, engagement bait, among others).?® A 2021 study by
Mozilla Foundation found that 71% of videos that were reported as harmful (referred to as ‘Regret
reports’ on YouTube) were recommended to viewers on the platform. Recommended videos were 40%
more likely to be reported as harmful than videos users found via specific searches. These videos
often contained harmful content such as violence, misinformation, hate speech, and scams.?” The
Integrity Institute has similarly shown that engagement-based ranking can amplify low quality content
through recommendations from non-followed accounts and frictionless resharing mechanisms.?®
Internal Facebook documents leaked to The Wall Street Journal have shown that Facebook’s
recommender systems proactively connected users with extremists. Internal research cited by the
Journal reportedly states that “64% of all extremist group joins are due to [Facebook’s]
recommendation tools.”*

Aside from recommender systems, platforms may deploy other design patterns that incentivize users
to develop and disseminate harmful content. For example, some platforms enable lenses and filters
that let users alter images and their appearance. Filters may include features like touching up an image
of a sunset or adding animal features to a human face. But lenses may also apply so-called
“beautification” to a user's photos.*® For the last several years, research has explored associations
between social media, body image, and distorted eating.®' Recent work has shown filters may
negatively impact users' body image and promote unrealistic social comparison.* Much of this
research focuses on specific risks to women and girls.*®

D. Polarization and trust

Research explores how engagement-based feeds may impact polarization and trust.

Though research attempting to link social media with political polarization in the aggregate has had
mixed effects,? experimental studies have found that, compared with alternative designs,

24 Allen et al., “Better Feeds.”

% Cunningham et al., “What We Know About Using Non-Engagement Signals in Content Ranking.”

?6 Meta, “About Quality Ranking.”

2" McCrosky and Geurkink, “YouTube Regrets.”

28 Allen, “Misinformation Amplification Analysis and Tracking Dashboard.”

2 Horowitz et al., “Facebook Executives Shut Down Efforts to Make the Site Less Divisive.”

% Ryan-Mosley, “Beauty Filters Are Changing the Way Young Girls See Themselves.”

* Holland and Tiggemann, “A Systematic Review of the Impact of the Use of Social Networking Sites on Body
Image and Disordered Eating Outcomes.”

% Dijkslag et al., “To Beautify or Uglify! The Effects of Augmented Reality Face Filters on Body Satisfaction
Moderated by Self-Esteem and Self-ldentification”; Schroeder and Behm-Morawitz, “Digitally Curated Beauty.”
% Pescott, “‘l Wish | Was Wearing a Filter Right Now.””

% Kubin and von Sikorski, “The Role of (Social) Media in Political Polarization.”
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engagement-based ranking elevates negative emotions (including anger and sadness) and hostility
toward outgroups among users, as well as the share of items expressing this negativity and hostility.*®

Optimizing for engagement may also shape the kinds of items users are exposed to in detrimental
ways. Empirical research has documented how engagement contributes to increased encounters with
borderline abuse (such as insults and targeted cursing)® and low-quality information about news
events.®” A 2021 EU-representative survey of 2,000 people between the ages of 18 and 80, for
example, found that significant rates of internet users, especially women, experience hate and violence
online and thus change their behaviour or withdraw from social media.*®

Research also shows that certain groups may benefit from algorithmic amplification while others face
exclusion.®® A 2023 study focused on Google, Google News, Facebook, YouTube, and Twitter, for
example, found that recommender systems delivered homogenized results.*® By dialing recommender
system weights up and down, platform design may give visibility boosts to certain media outlets or
voices leaning towards certain categories of people, political perspectives, or sides of a dispute.*’
These mechanisms may impact the pluralism of public debate and trust.

E. Unique risks to minors

Research into the cognitive and social-emotional development of adolescents indicates they may be
more vulnerable to social media risks than adults.*? Several traits unique to adolescent development
affect their social media use,*® including sensitivity to social acceptance from peers.** Adolescents’
opinions and decisions may be more influenced by peers than by adults.* In addition, during
adolescence, regions of the brain associated with emotional processing develop faster than those
involved with reasoning and impulse control,* which may shape how adolescents use and respond to
social media content.*

% Milli et al., “Engagement, User Satisfaction, and the Amplification of Divisive Content on Social Media”;
Piccardi et al., “Social Media Algorithms Can Shape Affective Polarization via Exposure to Antidemocratic
Attitudes and Partisan Animosity.”

% Bandy and Lazovich, “Exposure to Marginally Abusive Content on Twitter.”

% Moehring, “Personalization, Engagement, and Content Quality on Social Media.”

% HateAid, “Boundless Hate on the Internet — Dramatic Situation across Europe.”

% Nobel, "Algorithms of Oppression."

40 Nechushtai et al., “More of the Same?”

* Moehring, “Personalization, Engagement, and Content Quality on Social Media.”

2 See, e.g., Office of the Surgeon General, “Social Media and Youth Mental Health.”

*8 Crone and Konijn, “Media Use and Brain Development during Adolescence.”

* Somerville, “The Teenage Brain.”

* |bid.

6 Casey et al., “The Adolescent Brain.”

" 5Rights Foundation, “Pathways”; Costello et al., “Algorithms, Addiction, and Adolescent Mental Health”; Chen
et al., “The Engagement-Prolonging Designs Teens Encounter on Very Large Online Platforms”; Pizzo Frey et al.,
“Recommendation Systems in Social Media.”
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Given the reality of cognitive development in adolescents, numerous scholars have conducted
research on the experiences of adolescents in digital environments. While research shows that social
media use can deliver benefits to young people,*® current science also suggests that certain features
of social media can be harmful to the health of some adolescents.* Adolescents use social media as a
key site of discussion for a wide range of topics, such as issues of body image and weight amongst
teenage girls.*® Researchers have documented important patterns in the effects of social media on
adolescents which contribute to systemic risks related to illegal content, fundamental rights,
gender-based violence, public health, and serious negative consequences to the person’s physical
and mental well-being. Relevant research exploring risks to minors is briefly summarized below.®'

Risk to minors Evidence of risk

Social comparison | Social comparison is a normal feature of cognitive development for
adolescents. However, comparison on social media may be
particularly associated with negative emotional responses for
adolescents.*® Social comparison online may be related to
depression, particularly among girls,*® and certain subgroups of
adolescents may be more prone to harmful effects than others.*
Research has particularly found that “upward” social comparison,
which involves viewing others such as celebrities and models as
better off, is often harmful.®

8 See for example: Hadjipanayis et al., “Social Media and Children”; National Academies of Sciences,
Engineering, and Medicine, “The Relation between Social Media and Health”; Reid Chassiakos et al., “Children
and Adolescents and Digital Media”; Yau et al., “Coping With Stress Through Texting.”

4 See, e.g., American Psychological Association, “Potential Risks of Content, Features, and Functions.”

%0 Crone and Konijn, “Media Use and Brain Development during Adolescence.”

" This table was submitted in KGI's comments to the European Commission on its guidelines to enforce the
protection of minors online in October 2024. See Chapman and Arnao, “KGI Comments to the European
Commission on Guidelines to Enforce the Protection of Minors Online.”

%2 Nesi and Prinstein, “Using Social Media for Social Comparison and Feedback-Seeking”; Vandenbosch et al.,
“Social Media and Body Image.”

%8 Cataldo et al., “Social Media Usage and Development of Psychiatric Disorders in Childhood and Adolescence.”
% Cingel et al., “U.S. Adolescents’ Attitudes toward School, Social Connection, Media Use, and Mental Health
during the COVID-19 Pandemic”; Weinstein, “Adolescents’ Differential Responses to Social Media Browsing.”
% de Vries et al., “Social Comparison as the Thief of Joy”; McComb and and Tobin, “A Meta-Analysis of the
Effects of Social Media Exposure to Upward Comparison Targets on Self-Evaluations and Emotions.”

Knight memm Georgetown Institute 6



Body image, Social media use may contribute to disordered eating and

dissatisfaction, and | associated mental health issues in adolescents.* Disentangling the

disordered eating direction of causality is a subject of ongoing study,®’ yet
experimental research has observed more image-based comparison
and lower body satisfaction among adolescents who often use
social media,® particularly those using platforms that emphasize
sharing of images.*® Longitudinal studies in Europe and the US have
further confirmed the association between extended social media
use by adolescents and risks of developing eating disorders.®°
Identifying the specific mechanisms mediating the connection
between social media and negative mental health outcomes is an
area of increasing study that will be relevant to the Commission.

Displacement of Research has shown that among adolescents, social media use
healthy behaviors straightforwardly contributes to a drop in time associated with
healthier activities such as sleep and exercise.®’ Social media can
disrupt sleep in three main ways: delaying and worsening the quality
of sleep time, distorting circadian rhythms via light emissions from
screens, and increasing psychological stimulation before bedtime.®?
Such disruption is concerning to researchers as insufficient sleep
contributes to various other health issues.®

Feelings of sadness, | The connection between mental health and social media use is the
anxiety, depression, | most studied risk in the literature; however, research does not

and stress contain consistent findings.®* Many reviews and meta-analyses
report a weak or even absent association between poor mental
health and social media use.®® The studies reviewed provide limited
insight into the causal connection between social media and mental
health due to variability in use across minors and platforms and the

% Fitzsimmons-Craft et al., “Adolescents and Young Adults Engaged with Pro-Eating Disorder Social Media.”

5" Barakat et al., “Risk Factors for Eating Disorders”; Yurtdag-Depboylu et al., “The Association between Social
Media Addiction and Orthorexia Nervosa, Eating Attitudes, and Body Image among Adolescents.”

% Ryding and Kuss, “The Use of Social Networking Sites, Body Image Dissatisfaction, and Body Dysmorphic
Disorder.”

% Costello et al., “Algorithms, Addiction, and Adolescent Mental Health.”

€ See, e.g., Coyne et al., “Suicide Risk in Emerging Adulthood”; Jarman et al., “Direct and Indirect Relationships
between Social Media Use and Body Satisfaction.”

¢ Brautsch et al., “Digital Media Use and Sleep in Late Adolescence and Young Adulthood”; Carter et al.,
“Association Between Portable Screen-Based Media Device Access or Use and Sleep Outcomes.”

€2 eBourgeois et al., “Digital Media and Sleep in Childhood and Adolescence.”

8 Paruthi et al., “Consensus Statement of the American Academy of Sleep Medicine on the Recommended
Amount of Sleep for Healthy Children.”

% National Academies of Sciences, Engineering, and Medicine, “The Relation between Social Media and Health.”
¢ See, e.g., Kreski et al., “Social Media Use and Depressive Symptoms Among United States Adolescents.”
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measures employed by studies.®® One consistent finding is that
minors who use social media at high levels tend to have more
depressive symptoms.®’

Problematic use

Problematic social media use occurs when it causes dysfunctions in
everyday life activities, such as attending school and sleep,? and is
associated with negative mental health outcomes, including
depression.®® While problematic social media use is not yet a
formally recognized disorder by the International Classification of
Diseases,” it may resemble a formal diagnosis, gaming disorder,
both of which may in fact be subsets of a common disordered use
of technology.”

¢ National Academies of Sciences, Engineering, and Medicine, “The Relation between Social Media and Health.”

67 Shannon et al., “Problematic Social Media Use in Adolescents and Young Adults.”

€ Caplan, “Theory and Measurement of Generalized Problematic Internet Use”; Casale and Banchi, “Narcissism

and Problematic Social Media Use.”

% Banyai et al., “Problematic Social Media Use”; Paakkari et al., “Problematic Social Media Use and Health

among Adolescents.”

0 paschke et al., “ICD-11-Based Assessment of Social Media Use Disorder in Adolescents.”

" Moreno et al., “Measuring Problematic Internet Use, Internet Gaming Disorder, and Social Media Addiction in

Young Adults.”
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Question 2: Best practices for mitigation
measures

The design choices that platforms make contribute to systemic risk, as well as how risks are
mitigated.” Design is increasingly viewed as a central place to ensure risks are anticipated and
mitigated during product development.” The DSA Civil Society Coordination Group comments in
response to the first round of systemic risk assessment highlights the importance of design-based
mitigations in responding to systemic risk.”* The Integrity Institute similarly focuses on the role of
platform design in mitigation.” While a range of design choices may impact systemic risks, this
section focuses on two specific strategies for effective mitigation of prominent and recurrent systemic
risks: (A) the design of algorithmic recommender systems, and (B) ongoing experiential and
observational monitoring of design risk.

A. Recommender System Design

Recommender system design is a key site of concern for systemic risks. As discussed in our answer
to Questions 1 and 3, research shows that recommender system design may contribute to a wide
range of risks including threats to fundamental rights, the spread of illegal content, and problematic
overuse or other harms to minors.

Risks may be experienced by both the general population as well as minors or other specific groups.
This section identifies effective measures for mitigating systemic risks associated with recommender
system design. These recommendations are described in detail in KGI’s recent report, Better Feeds:
Algorithms That Put People First,”® KGI’s Better Feeds EU Policy Brief,”” and Panoptykon and People
vs Big Tech’s briefing Safe by Default.”

Recommender systems aligned with long-term user value help to manage systemic risks. Long-term
user value aligns outcomes with users’ deliberative, forward-looking aspirations or preferences.
Finding out what users value over the long term and optimizing for it requires platforms to rely on data
other than engagement. Platforms that are optimized to support long-term value to users may:

e ask users directly to state their explicit preferences;

e rely on surveys, quality indicators selected by the user, or predictions of each;

e rely on user engagement or behavioral signals that are deliberative, clearly express the user’s

desires, or require significant effort from the user; or

2 Chapman, “Advancing Platform Accountability.”

"8 lyer, “Introducing the Neely Center Design Code for Social Media.”

¢ Center for Democracy and Technology, “Civil Society Responds to DSA Risk Assessment Reports.”
s Allen et al., “Risk Dimensions and Mitigation Effectiveness.”

76 Allen et al., “Better Feeds.”

" Knight-Georgetown Institute, “Better Feeds EU Policy Brief.”

8 Szymielewicz, “Safe by Default.”
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e combine aspects of these or other approaches.

As described in the preceding section, optimizing recommender systems to maximize predicted
short-term engagement can contribute to excessive or problematic overuse, and lead to the spread of
sensational or borderline content that may exacerbate systemic risks. Focusing on long-term user
value aligns the system design to users’ aspirations and preferences, thereby better promoting
fundamental rights and physical and mental health among users.

When recommender systems are designed for maximum engagement they typically do not promote
long-term user value. The mere fact that recommended items succeed in engaging users is not
sufficient to establish that recommendations align with long-term user value and effectively mitigate
risks. Rather, predictions of long-term value must be supported by evidence of explicit, expressed
desires held by individual users or representative subsets of users, not ambiguous behaviors that may
correlate with dubious inferred “preferences.”

The Better Feeds guidelines describe three key strategies for mitigating risks associated with
recommender systems: design and public content transparency, better user choices and defaults, and
assessments of long-term impact. The following guidelines can be seen as best practices for platform
compliance with DSA requirements related to recommender systems.

1. Design and Public Content Transparency

Detailed disclosures about the design of recommender systems would allow the Commission, outside
experts, and the European public to understand the tradeoffs being made in the design of these
systems. Disclosures could motivate platforms to show how their system designs mitigate risks. The
Better Feeds guidelines propose that platforms publicly disclose:

e information about the specific input data and weights used in their recommender systems;

e the metrics they use to measure long-term user value;

e the metrics they use to evaluate product teams responsible for recommender system design;

e asample of the public content that is most highly disseminated on the platform and a sample

of the public content that receives the highest engagement; and
e arepresentative sample of public content consumed during a typical user session.

These mitigation recommendations can inform implementation and operationalization of several
obligations under the DSA. Article 27 requires platforms to disclose the main parameters of
recommender systems in plain and intelligible language. This includes the “most significant” criteria for
recommending information to users, as well as the “reasons for the relative importance of those
parameters.” These specifications can be interpreted in multiple ways, some of which yield qualitative
descriptions of recommender system parameters that do not allow independent experts to examine or
compare how these systems are optimized. The first round of recommender system audits reveal
significant inconsistencies in how platforms interpret these definitions.” Independent analysis would

® Chapman, “Advancing Platform Accountability.”
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be more feasible if the Commission and platforms adopted the Better Feeds design transparency
proposals as the baseline interpretation of “main parameters.”

In order to promote transparency, Article 40 of the DSA requires platforms to enable the sharing of
real-time publicly accessible content data with researchers working to identify and understand
systemic risks. Analysis of publicly available data is particularly important for understanding
recommender system design. The Better Feeds guidelines recommend that platforms proactively
share:

e public content that is most highly disseminated on the platform;

e the provision of a sample of public content that receives the highest engagement; and

e arepresentative sample of public content consumed during a typical user session.
KGl is working with leading experts to develop a framework for what kind of platform data should be
made publicly available, under what circumstances, and in what format.®

2. User Choices and Defaults

To help proactively mitigate systemic risks, all users should be defaulted into designs optimized for
long-term value — even if it means sacrificing short-term engagement. Additional, enforceable user
choices would allow individuals finer-grained control to tailor their platform experiences. The Better
Feeds guidelines propose that:

e By default, platforms must optimize users’ recommender systems to support long-term user
value. If platforms have insufficient information about long-term value to minors specifically,
they must default minors to non-personalized recommender systems.

e Platforms must provide easily accessible ways for users to set their preferences about the
types of items to be recommended and blocked and honor those preferences.

Panoptykon’s Safe by default guidelines align with these recommendations and suggest that:

e By default, platforms’ recommender systems should not use behavioural profiling i.e. observing
and collecting passive data about how users behave and interact on the platform in order to
infer their interests. Instead, the default feed should only use as input signals and data actively
provided by the user for this very purpose (e.g. interests declared by the user when building
their profile), as well as explicit user feedback on specific content (e.g. “show me more/show
me less” signal sent by clicking a relevant button).

e By default, platforms should introduce positive friction to give users a chance to think before
posting, commenting, or sharing content. This includes “think before you share” messages and
limits on resharing as well as a series of practical recommendations aimed at countering
platform stickiness so that users are nudged towards disconnecting from social media rather
than compulsively engaging, as well as being provoked to be more intentional about what they
want to get out of a given social media session.

e Platforms should stop using addictive and deceptive design features such as: extensive
notifications turned on by default, infinite scroll, and video autoplay.

8 Knight-Georgetown Institute, “The Gold Standard for Publicly Available Platform Data.”
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e Platforms should create features that facilitate conscious, authentic personalisation of the feed
by their users and protect their wellbeing. This includes a range of measures such as sliders to
set different optimization goals for recommendations (e.g. more long-form vs short-form
content, local vs global relevance, etc.), a ‘hard stop’ button to remove unwanted
classifications of content from appearing altogether, a button to ‘reset’ an individual’s feed,
prompts to share declared interests, and settings to allow users to explore how their feed
changes based on their choices and interactions.?’

e The Commission should consider obliging platforms to open up their infrastructure to allow
independent, third-party content curation and moderation services (sometimes called
“algorithmic pluralism”) as a mitigation measure.?

These proposals could be incorporated into platform implementation of DSA expectations. Indeed, the
DSA requires platforms to modify their interfaces and recommender systems in order to mitigate
systemic risks (Article 35(d)), which include, among others, risks related to civic discourse, media
freedom and pluralism, and mental well-being (i.€., users’ addiction). Algorithmic pluralism is a
promising strategy for mitigating these systemic risks. Providing consumers with a marketplace of
options for content curation tools would mean that large platforms are no longer the only arbiters of
quality and credibility in ranking algorithms.

Article 38 requires large platforms to offer at least one recommender system option that is not based
on user profiling. The Better Feeds guidelines propose that the non-profiling option be optimized for
long-term user value, rather than non-personalized or chronological feeds. Panoptykon’s Safe by
default guidelines similarly recommend the use of input signals and data actively provided by the user,
as well as explicit user feedback on specific content. This could be seen as best practice.

Finally, Article 28 requires platforms to take proportionate measures to ensure a high level of privacy,
safety, and security for minors. Given the unique risks related to cognitive and social-emotional
development of minors discussed above, evidence from the Better Feeds report suggest that
optimizing minors’ recommender systems for long-term value can be an effective way to mitigate
some of the unique risks that minors face.

3. Assessments of Long-Term Impact

Platforms can only deliver long-term value to users if they continuously test the impact of algorithmic
changes over time.

Online platforms may run thousands or tens of thousands of experiments each year to test out
different design aspects of their systems, including changes to recommender system design.®® Many
of these experiments might last for days or weeks, after which time product teams evaluate their
effectiveness against company-selected metrics and decide whether to maintain the changes, revert

8 For examples see: McCrosky et al., “Prototyping User Empowerment.”
8 See Elsayed-Ali and Berjon, “Algorithmic Pluralism.”
8 See, e.g., Donovan, “The Role of Experimentation at Booking.com.”
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back, or continue experimenting. Over the course of a year, platforms might make dozens or hundreds
of changes to the algorithms that power the recommendations each user sees.

Given the frequency of experimentation, many platforms also maintain a holdout group — a group of
users that are exempt from having design changes applied to their accounts, and who function as a
control group for comparison with the rest of the user base.?* The holdout group size varies greatly
from platform to platform. Most users never become aware that they are in a holdout group even
though their user experience can vary significantly from all other users.

On some platforms, holdout experiments can be long-running, with users staying in the holdout group
for years at a time. While most holdout experiments go undisclosed, in the past companies have
voluntarily published the results of long-term holdouts demonstrating the effects of specific
design choices on metrics of user welfare. For example, Meta and Twitter (how X) have previously
shared the results of long-term holdouts that withheld users from receiving advertisements and
personalized feeds, respectively.®® These holdouts were run continuously for years, underpinning
their usefulness for understanding the design features they examined. Running holdouts of this
length should be considered a best practice for platform design and the ongoing mitigation of
systemic risk.

If long-term holdout experiments were to become more institutionalized and more available for scrutiny
by the Commission and the European public, they could become powerful tools to shift platforms’
incentives towards designs that optimize for long term user retention, value, and satisfaction. As
explained in the introduction to this section, users often make choices to engage with content in the
moment that are not indicative of what the users aspire to or prefer in the long run, or what makes
them happy about their overall experience with a platform later on. When platforms optimize for
short-term engagement, they exacerbate this dynamic. If platforms were required to demonstrate
long-term user value, they would design their recommender systems differently. Requiring long-term
holdout experiments and the public disclosure of their results will incentivize platforms to give more
priority to long-term user retention, value, and satisfaction.

The Better Feeds guidelines propose that:

Platforms must run long-term (12-month or longer) holdout experiments on a continuous basis.
Platforms must report the aggregate, anonymized results of the holdout experiments publicly.
Holdout experiments must be subject to an audit by an independent third party.

Platforms must measure the aggregate harms to at-risk populations that result from
recommender systems and publicly disclose the results of those measurements.

8 See, e.g., Pinterest Engineering, “How Holdout Groups Drive Sustainable Growth.”
% Brynjolfsson et al., “The Consumer Welfare Effects of Online Ads”; Huszar et al., “Algorithmic Amplification of
Politics on Twitter”; Mercer and Meakin, “The Power of Asymmetric Experiments @ Meta.”
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The results of long-term holdout experiments could serve as an integral step in how platforms assess
the effects of their product designs on systemic risks under the DSA. Articles 34 and 35 establish
specific requirements around systemic risk assessments and the implementation of proportionate and
effective mitigation measures related to (among other design elements) their recommender systems.
Article 37 mandates independent audits to assess compliance with these, and other, due diligence
expectations. Results from long-term holdout experiments should serve as key data in these risk
assessments and evidence of their mitigation strategies’ overall effectiveness.

A key aspect of the measurements proposed in the Better Feeds guidelines is that they are designed
to evaluate effects on populations and not on individuals — reflective of the types of harms that system
architecture is capable of causing.®® Because these types of assessments and metrics operate at the
population level, they can generally be revealed without implicating the privacy of individual users.

When considering systemic risk and harms to at-risk populations, the Commission can communicate
specific measurements requirements. While these may be tailored to specific platforms, examples
include:

e Unwanted or harmful contact and content. These can be measured through surveys about
negative experiences,® by tracking user behaviors that indicate negative experiences (e.g.,
hiding content, blocking users, reporting content), or by measuring engagement with content
that violates platform policies or that is predicted to violate platform policies.

e Unwanted or harmful usage. To track harmful usage or sleep effects, platforms might track the
percentage of users who use the platform for an excessive number of hours per day, during
school and nighttime hours, or very frequently. Platforms can combine those metrics with
survey data about unwanted usage, sleep, regret, and activity displacement to understand
when users themselves feel that their usage is problematic.

e Systemic harms. These vary widely. For example, measurements of conflict or polarization on a
platform might combine user surveys with engagement metrics that measure engagement with
content identified as toxic towards outgroups.®

8 Lubin et al., “Social Media Harm Abatement”; Lubin and Gilbert, “Accountability Infrastructure.”

8 For example, Meta has conducted internal research using its “Bad Experiences and Encounters Framework
(BEEF)” survey to ask minors about various online harms, including hate speech and unwanted sexual advances.
The findings of this research were not made public until they were disclosed as part of ongoing litigation with
state Attorneys General. In the absence of transparency about internal survey results like this one, outside
groups have launched projects such as the Neely Social Media Index to ask users about their negative
experiences online. See Fast et al., “Unveiling the Neely Ethics & Technology Indices”; Horwitz, “His Job Was to
Make Instagram Safe for Teens.”

8 Stray, “Dependent Variables.”
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B. Experimental and Observational Monitoring

This section describes how measurement and transparency tools can help advance mitigation
strategies throughout the product design and experimentation lifecycle. Platforms measure multiple
variables when assessing design choices. Integrating risk assessment and mitigation measurement
into the product development lifecycle can serve as a valuable complement to regular enterprise risk
management, like the systemic risk assessment processes.®

A forthcoming article, Social Media Harm Abatement: Mechanisms for Transparent Public Health
Assessment, offers recommendations to proactively mitigate platform design risk through the ongoing
measurement of specific harms. The paper highlights the importance of integrating risk measurement
into ongoing product assessments conducted by teams within companies as well as the ongoing
monitoring of broader user experiences through longitudinal user studies, cross platform comparisons,
among others.” Abatement makes several recommendations that are directly relevant for how
platforms build internal mechanisms to respond to DSA risk assessment and mitigation requirements,
including:

e Measuring interface design and mitigation through universal holdouts: Abatement recommends
the use of holdout groups in relation to design. While the Better Feeds guidelines focused on
the study of recommender systems, Abatement argues that holdout groups can improve
understanding of broader design risks and mitigations. The results of holdout group
experiences related to the full range of platform design decisions should be reported publicly
through systemic risk assessments and audits, acting as a control group for interface and
product design changes. This would enable the platform, the Commission, and external EU
stakeholders to understand whether the totality of product changes are effectively mitigating
risk.”!

e Improving operational and product experiment transparency: Abatement recommends that
platforms should publicly communicate high level goals of product teams and aggregated
product design experimentation results. Sharing high level goals and metrics of platform design
teams would allow stakeholders to understand how platform growth goals are aligned with risk
prevention and mitigation goals.®? Platform disclosure of an inventory of product design
experimentation and results would enable the Commission and external EU stakeholders to
understand the degree to which platforms are considering risks and externalities as they iterate
design across the platform.® Platform compliance with systemic risk assessment, mitigation,
and audit requirements could integrate greater transparency across product design goals and

8 Lubin and lyer, “How Tech Regulation Can Leverage Product Experimentation Results.”

% See Lubin et al., “Social Media Harm Abatement.” While this paper is focused on the United States litigation
context, many of the recommendations related to the “internal mechanism” are directly relevant for proactive and
ongoing management of prominent and recurrent systemic risks in Europe.

9 Lubin et al., “Social Media Harm Abatement.

2 |bid.

% |bid.
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metrics. Companies deploy A/B tests to understand the potential impacts of a specific design
change. These product-focused tests do not present a picture of how design changes across
the platform aggregate to influence systemic risk.*

e Tracking population-level effects: Lastly, the Abatement paper calls for the integration of
specific metrics to track risks on a longer-term basis across measurement strategies. While
Abatement is focused on harms alleged in the US litigation context,* the recommended
approach could inform how platforms assess systemic risk in Europe. At present, the annual
systemic risk assessment and audits under Article 34 and 35 are the primary site through which
risk is assessed. Platforms could significantly bolster these annual assessments by integrating
a set of intermediate indicators to track longer-term outcomes associated with social media
use. Specific indicators of risks and harm could be integrated into existing platform
measurement infrastructure and reported out to the Commission through systemic risk
assessment. Questions around harm and risk could be further integrated into existing platform
surveys about user experiences,* by tracking user behaviors that indicate negative
experiences, or by measuring engagement with content that violates platform policies or that is
predicted to violate platform policies.

% Bojinov and Gupta, “Online Experimentation.”
% Lubin et al., “Social Media Harm Abatement.
% Béjar, “Bad Experiences and Encounters Framework (BEEF) Survey.”
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Question 3: Factors Influencing Systemic
Risk

Platform design choices influence the full range of systemic risks under the DSA.?” As articulated in
KGI’s previous submission to the Commission's consultation on Guidelines to Enforce the Protection
of Minors Online,?® design risks can include profile design features, usage-extending design features,*
and recommender system design.'® A 2023 Briefing Note from the Recommender Systems Task
Force, led by Panoptykon, specifically analyzes how recommender systems may contribute to
systemic risks."’

The Recommender Systems Task Force Briefing Note and Better Feeds both highlight how maximizing
predicted engagement, in particular, may influence systemic risk.'® Optimizing a recommender system
for predicted engagement can lead to negative experiences including dissatisfaction with the overall
amount of time spent on the platform, experience using the product, or both.'®

Academic research has identified connections between various harms and recommender systems
designed to maximize predicted engagement. However, this research faces important challenges,
including lack of access to necessary data, inability to experiment with alternative designs in realistic
settings, and legal risks associated with studying online platforms. These dynamics are explored
further in our response to Question 4. Researchers have attempted to surmount these difficulties
through various creative empirical methodologies, and though imperfect, findings have identified
important factors which connect recommender system design to systemic risks enumerated in the
DSA.

At a high level, these risks include increased polarization and reductions in trust, direct incitement to
violence, harms to mental and physical health, and harms stemming from privacy invasion,
commercial surveillance, and user profiling, among others.'

9 Knight-Georgetown Institute, et al., “Taxonomy - Mapping Consumer Harm to Specific Social Media Design
Elements.”

% Chapman and Arnao, “KGI Comments to the European Commission on Guidelines to Enforce the Protection of
Minors Online.”

% Monge Roffarello, Lukoff, and De Russis, “Defining and Identifying Attention Capture Deceptive Designs in
Digital Interfaces.” Note that some research uses the term ‘dark’ patterns, but we use deceptive patterns.

00 Allen et al., “Better Feeds.”

1" Szymielewicz and Gtowacka, “Fixing Recommender Systems.”

92 Allen et al., “Better Feeds.”

18 See, e.g., Allcott et al., “Digital Addiction”; Cho et al., “Reflect, Not Regret.”

1% Bavel et al., “How Social Media Shapes Polarization”; Brailovskaia et al., “Experimental Longitudinal Evidence
for Causal Role of Social Media Use and Physical Activity in COVID-19 Burden and Mental Health”; Park et al.,
“Global Mistrust in News”; United Nations Independent Investigative Mechanism for Myanmar, “Anti-Rohingya
Hate Speech On Facebook”; Pasquale, The Black Box Society; Turow, The Daily You.
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In particular, research points to a central role of recommender systems in extending social media use,
which can negatively affect physical and mental health. Empirical literature has documented that
among adolescents, extended use of social media (spurred by engagement-based designs)
straightforwardly contributes to a decrease in time associated with healthier activities such as sleep.'®
When this happens, sleep may be disrupted through various mechanisms, including delayed and
worsened quality, increased psychological stimulation before bedtime, and distorted circadian rhythms
from light emissions.'® Indeed, research has found that adolescents often report using social media
late at night and losing track of time when doing so.’®” This occurrence is concerning because
insufficient sleep can affect various other health issues, such as the likelihood of learning problems,
depression, and suicidal ideation.'® Engagement-based feeds may plausibly contribute to these
outcomes in adolescents, although more research is needed to examine this connection.

1% Alonzo et al., “Interplay between Social Media Use, Sleep Quality, and Mental Health in Youth”; Brautsch et
al., “Digital Media Use and Sleep in Late Adolescence and Young Adulthood”; Carter et al., “Association
Between Portable Screen-Based Media Device Access or Use and Sleep Outcomes.”

1% | eBourgeois et al., “Digital Media and Sleep in Childhood and Adolescence.”

97 Common Sense Media, “Constant Companion.”

198 paruthi et al., “Consensus Statement of the American Academy of Sleep Medicine on the Recommended
Amount of Sleep for Healthy Children.”
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Question 4: The importance of transparency
and data access

The DSA’s transparency and data access regime is essential for assessing systemic risks and the
effectiveness of platform mitigations. The DSA includes specific requirements related to risk
assessment in Article 34, audits in Article 37, and requirements to enable independent research with
publicly accessible data under Article 40(12) and non-public data through vetted researchers under
Article 40(4).'%°

Despite these important requirements, independent research focused on digital platforms is severely
constrained. The first round of systemic risk assessments and audits have not revealed fundamentally
new information on platform risks or the effectiveness mitigations measures."'® In recent years,
platforms have curtailed access to data that was previously accessible by independent researchers,
including academics, civil society, and journalists. For example, Meta has shutdown access to
CrowdTangle,"" X took steps to restrict researcher APl access,'"? Reddit updated access to its Data
API with new rate limits,""® and TikTok established researcher access through an API that researchers
describe as “strict.”"* Civil society analysis of emerging platforms data access programs under the
DSA has found significant gaps.'® Indeed, the Commission has opened proceedings against multiple
platforms for alleged shortcomings in enabling researcher access to data including investigations
focused on X,"'® TikTok,""” AliExpress,''® and Facebook/Instagram.'"®

These research tools have been essential for improving understanding of our online information
ecosystem. Meaningful independent analysis of platform risks and mitigations is vital for
understanding prominent and recurring risks and mitigation measures. The Commission and European
Board for Digital Services should work with key academic, civil society, and journalism stakeholders to
guarantee meaningful researcher and public access to platform data.

% European Union, Digital Services Act.

1% Center for Democracy and Technology, “Civil Society Responds to DSA Risk Assessment Reports.”

" Center for American Progress et al., “CrowdTangle Letter”; Mozilla Foundation et al., “Open Letter To Meta.”
"2 Coalition for Independent Technology Research et al., “Letter: Imposing Fees to Access the Twitter API
Threatens Public-Interest Research.”

8 Reddit, “Creating a Healthy Ecosystem for Reddit Data and Reddit Data API Access.”

"4 Counts, “TikTok’s Rules Deter Researchers from Crunching Data on Users, Misinformation.”

5 Hickey et al., “Public Data Access Programs”; Gotfredsen and Dowling, “Meta Is Getting Rid of CrowdTangle
— and Its Replacement Isn’t As Transparent or Accessible.”

6 European Commission, “Commission Sends Preliminary Findings to X for Breach of DSA.”

"7 European Commission, “Commission Opens Formal Proceedings against TikTok under the Digital Services
Act.”

8 European Commission, “Commission Opens Formal Proceedings against AliExpress under the Digital
Services Act.”

% European Commission, “Commission Opens Formal Proceedings against Facebook and Instagram under the
Digital Services Act.”
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